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PRIVACY NOTICE




Privacy Notice

At Grand Reinsurance Botswana (Pty) Ltd (Hereinafter referred to as, “Grand Re” or “the
Company”), we are committed to protecting your privacy and ensuring the security of your
personal data. This Privacy Notice describes how Grand Re collects, uses, discloses, retains,
and protects your personal data in accordance with the Data Protection Act, 2024 (Hereinafter
referred to as, “the DPA”) and other relevant laws.

This Privacy Notice applies to information collected through our digital platforms, website,
services, events, and workshops. It does not apply to information collected by Grand Re offline
or through any other means not explicitly identified here.

Please read this Privacy Notice carefully. By accessing our website or using our services, you
agree to us collecting, storing, and processing your information in accordance with this Privacy
Notice. This Privacy Notice may change from time to time, and your continued use of the website
or services after we make changes is deemed acceptance of those changes. Please check this
page periodically for updates to our Privacy Notice.

1. Who We Are

Grand Re is a reinsurance company licensed and regulated by the Non-Bank Financial
Institutions Regulatory Authority and operating in Botswana. Grand Re is a member of the
Masawara Financial Services Cluster (Hereinafter referred to as “the Group”) which constitutes
of key subsidiaries and associates, including Grand Reinsurance Zimbabwe, Grand Reinsurance
Tanzania, Grand Reinsurance Cameroon and many more collectively referred to as “the Group
entities”. In this Privacy Notice, any reference to Grand Re refers to Grand Re Botswana only.

2. How We Collect Information

We collect information in the following ways:

a) Directly from you: When you complete a product or service application form
electronically.

Indirectly from you: When you interact with us electronically via email, website or social
media channels, including the collection of metadata.

Mandatory data: Where personal data is required to provide you with our services, failure
to provide necessary information may result in our inability to deliver the requested
services.

3. Collection of Information by Third Parties

a) Social networking services: Grand Re uses services like Facebook and LinkedIn to
communicate. These platforms may collect your personal data for their purposes. Please
review their privacy policies to understand how they process your information.

4. What Information We Collect

The nature of the personal data we collect depends on your relationship with us and the
purpose of its collection. Common types of personal data include:




Personal information: Such as name, national identity number, age, gender, date of
birth, nationality, occupation, and address. In the context of reinsurance claims, we may
process personal data related to underlying insured parties or claimants as provided by
our cedants. Any sensitive health information will only be used and processed in
accordance with applicable laws and for legitimate reinsurance purposes.

Contact details: Including email address, physical address, phone number, and postal
address of our clients, brokers, and authorised representatives.

Contractual information: This includes details of reinsurance agreements, treaties,
facultative placements, retrocession arrangements, and associated claim or
underwriting documentation, which may contain limited personal data provided by the
primary insurer.

Financial information: We may process financial information in relation to our
reinsurance arrangements, such as premium payments, claims settlements,
commissions, recoveries, and other contractual transactions. This may include bank
account details, payment history, and financial reports provided by cedants, brokers, or
other authorised parties in the course of administering reinsurance treaties or facultative
placements. In some cases, limited financial information relating to underlying insured
parties may be received from cedants when necessary for claims assessment or
compliance purposes. Such data is processed strictly in accordance with applicable laws
and for legitimate reinsurance functions.

Consent may be required for certain processing activities. You can withdraw consent at any
time; however, this may affect our ability to provide services. Some personal data is legally
mandatory for compliance purposes.

5. How We Use Your Information

We use, store, and process the information we collect for the following purposes:

a)

To conclude, administer and manage reinsurance contracts and placements with
cedants, brokers, and retrocessionaires;

To process and assess reinsurance claims, including loss reserving, validation, and
settlement;

To evaluate underwriting risks and exposures in connection with treaties or facultative
reinsurance arrangements;

To perform due diligence on counterparties in line with legal, regulatory, and group
compliance requirements;

To comply with applicable laws and regulatory requirements, including those relating to
financial crime, sanctions, tax, and anti-money laundering (AML);

To fulfil our contractual obligations to cedants, brokers, retrocessionaires, and other
third parties;




To communicate with our clients, partners, and relevant stakeholders about reinsurance
matters, including updates, operational notices, and contract renewals;

To detect and prevent fraud, financial crime, and other unlawful activities within the
scope of reinsurance transactions;

To conduct internal audits, record-keeping, and maintain accurate operational and
regulatory reporting;

To manage our internal risk, actuarial modelling, and capital adequacy assessments;

To maintain the security and integrity of our digital platforms, communication systems,
and operational infrastructure;

To monitor, record, or store communications (e.g. emails, phone calls) as evidence, for
compliance, or for quality control purposes;

To conduct market research, portfolio analysis, or performance reviews in line with
strategic business objectives;

For statistical analysis, trend monitoring, or reporting to stakeholders or regulators, using
de-identified or aggregated data where possible;

Where necessary, to share information with other entities in the Grand Reinsurance
group for operational, legal, or compliance purposes, subject to appropriate safeguards;

To manage and retain records in accordance with legal, regulatory, and contractual
requirements; and

q) For any other purpose reasonably related to the above or as disclosed at the time of
collection, and which is compatible with applicable privacy laws.

6. Sharing Your Information

Grand Re will only share your personal data with third parties where there is a lawful basis or
legitimate business need to do so. We may disclose your personal data to the following parties:

a) Third-party service providers who support our operations, including IT, actuarial,
accounting, legal, claims handling, and other administrative services;

Reinsurance brokers, cedants (primary insurers), and retrocessionaires for purposes
related to underwriting, claims handling, portfolio management, or fulfilling reinsurance
contracts;

Regulatory or supervisory authorities (such as the Non-Bank Financial Institutions
Regulatory Authority), where required by law or regulation;




Public bodies, law enforcement agencies, and anti-fraud organisations (directly or
through shared industry databases) for the prevention, detection, and reporting of fraud
and other unlawful activity;

Other companies within the Grand Reinsurance group, where required for internal
governance, compliance, risk management, or consolidated reporting, subject to
applicable data protection safeguards;

Grand Re may, where applicable, share personal data with third-party experts (e.g. loss
adjusters, forensic analysts, consultants) during the assessment of complex claims orin
the course of litigation, arbitration, or regulatory reviews.

We do not sell, rent, or trade your personal data. Any data sharing is limited to the
purposes outlined in this Privacy Notice and is subject to appropriate confidentiality and
data protection safeguards.

Grand Re will disclose your personal data when legally required to do so, including:

To comply with applicable laws, court orders, or legal processes;

When requested by regulatory bodies or supervisory authorities;

When disclosure is necessary for the protection of legitimate legal or business
interests or in the public interest, as permitted by the Data Protection Act.

On occasion, Grand Re may share anonymised or aggregated data (e.g. for statistical,
analytical, or industry reporting purposes) with stakeholders or research bodies,
provided such data does not directly or indirectly identify any individual.

7. Transfer Across Borders

a)

Some of the entities with whom we share your personal data may be located outside the
Republic of Botswana, in jurisdictions that may not offer data protection standards
equivalent to those in Botswana. Grand Re may transfer personal data to reinsurers,
retrocessionaires, brokers, and service providers in other countries for purposes such as
data processing, administration, and business continuity. These transfers will only occur
where the receiving country has comparable or stronger data protection laws, or where
appropriate safeguards are in place in accordance with the Botswana DPA. Alternatively,
transfers may take place if permitted by law, including where necessary for contract
performance or where explicit consent has been provided. Grand Re ensures that all cross-
border data transfers are conducted lawfully and with adequate protection to safeguard
your personal data.

8. Security and Storage of Information

a) Grand Re employs appropriate technical and organizational security measures including

but not limited to encryption, access controls, and secure data environments to safeguard
your personal data against unauthorized access, loss or misuse. However, we cannot
guarantee the security of any information you transmit to us online and you do so at your
own risk.




Where third parties are required to process your personal data in relation to the purposes
set out in this notice and for other lawful requirements, we ensure that they are
contractually bound to apply the appropriate security practices.

Personal data will be held and used for as long as permitted for legal, regulatory,
accounting, and legitimate business needs.

9. Your Data Protection Rights

a)

c)

Access and correction: You have the right to request access to and correction of your
personal data, subject to verification and Grand Re’s Personal Data Access and
Rectification Procedures.

Objections: You may object to the processing of your personal data on legitimate grounds
relating to your specific situation. Please note that such objections may affect our ability to
deliver certain services, including underwriting and claims processing.

Withdrawal of consent: In case consent for processing your personal data has been
required, you may withdraw such consent at any time.

10. Marketing and Communications

a)

Grand Re may, from time to time, use personal data received indirectly through cedants,
brokers, or other authorized third parties to inform those parties or relevant data subjects
about industry developments, corporate news, and services that are relevant to their
professional interests and consistent with our business relationship. By providing such
personal data to Grand Re, the disclosing party agrees that it has the appropriate legal basis
and authority to do so, and that the disclosure complies with applicable data protection
laws, including the lawful grounds for any subsequent processing by Grand Re for such
limited business purposes. ‘

b) Al such communications will remain subject to applicable opt-out rights and safeguards

under the DPA. Please allow up to 30 days for changes to take effect.

11. Click Stream Data

a) Intheinterestof improving user experience and the functionality of our website, Grand Re

may collect anonymous information from visitors to our website. This includes monitoring
how users interact with our website, such as which pages are accessed and how often.
This type of information, known as “clickstream data,” does not identify individual users
and is collected solely for analytical and operational purposes.

The types of information collected may include:

Your IP address;

Search terms used;

Pages visited and links clicked;
Date and time of your visit;
Referring website (if any);
Browser type and device used.




c) Grand Re or its authorized analytics providers (such as Google Analytics) may use this
data to analyse website performance, improve navigation and design, and provide more
relevant content. All data is aggregated and anonymized. Our systems also honour any
‘Do Not Track’ browser settings you may have enabled.

12. Cookies

a) Acookieis asmall text file stored on your device when you visit our website. Cookies help
us enhance the functionality and performance of the website by remembering your
preferences and usage patterns.

b) Types of Cookies Used by Grand Re:

Essential Cookies — Some cookies help us with the performance and design of
our website. This allows us to measure how many times a page has been visited,
whether a page has been visited on the website through an advertisement or by
other means. Other cookies help us to remember your settings which you may
have selected or assist with other functionality when you browse and use our
website. This helps us to remember what you have selected, so on your return
visit, we will remember your preferences.

Performance Cookies — These help us analyse how users interact with our
website (e.g., page visits, bounce rates), which aids in improving design and
navigation.

Functionality Cookies — These remember user preferences and settings to
enhance the user experience on return visits.

Analytics and Interest-Based Cookies — On certain pages, we may use cookies
to understand general user interests and behaviour for purposes such as website
optimization or business communication improvements. These insights are
gathered in aggregate and do not include personally identifiable data.

c) The followingis how to manage and disable cookies:

You can manage or disable cookies through your web browser settings. Most
browsers allow you to choose whether to accept cookies, be notified when a
cookie is set, or block cookies altogether. Please note that disabling cookies may
affect the functionality of certain features on our website. For example, you may
not be able to take full advantage of personalized settings or automatic login
features.

13. Children’s Data

a) While Grand Re does not engage directly with individual policyholders, including children
or minors, we recognise that certain reinsurance arrangements may involve the processing
of Personal Data related to minors, as received from cedants, brokers, or insurers. In such
cases, we are committed to ensuring that any personal data of children is handled in strict




compliance with the DPA and applicable laws governing the protection of minors’
information.

14. Updates

a) This Privacy Notice was last updated on 12 June 2025. A notice will be posted on the Grand
Re website home page whenever the Privacy Notice is materially changed. Please check
the website regularly to ensure that you are aware of the latest version of this Privacy
Notice.

15. Inquiries and Complaints

If you have any questions, concerns, or complaints regarding your personal data or this Privacy
Notice, you may contact:

Email: info@grandreinsurance.bw
Address:  Fairgrounds, Kgwebo 1, Second Floor, Plot 64515, Gaborone, Botswana
Website: www.grandreinsurance.bw

16. Information and Data Protection Commission

a) While we would appreciate the opportunity to first address any complaints regarding our
processing of your personal data, you have the right to lodge a complaint with the
Information and Data Protection Commissioner of Botswana regarding the collection, use,
processing and/or storage of your personal data. Contact details for the Commissioner can
be provided upon request.
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