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1. Introduction 

This Data Privacy Policy explains how Grand Reinsurance (hereinafter "the Company") 

collects, uses, processes, stores, shares, and protects personal data in compliance with the 

Cyber and Data Protection Act [Chapter 12:07] of Zimbabwe and Statutory Instrument 155 of 

2024. 

We are committed to upholding the privacy and data protection rights of all data subjects 

whose information we process. Our policy is rooted in the principles of fairness, 

transparency, and accountability. 

 

2. Scope 

This Policy applies to: 

• All personal data processed by Grand Reinsurance, whether by automated or manual 

means. 

• All employees, agents, contractors, service providers, partners, and any third-party 

processing personal data on our behalf. 

• All systems, platforms, websites, applications operated by the Company. 

 

3. Legal Compliance 

Grand Reinsurance is registered and licensed by the Data Protection Authority of Zimbabwe 

(POTRAZ) as a Data Controller and, where applicable, as a Data Processor. 

We undertake to comply with all applicable provisions of the Act, including: 

• Ensuring all processing activities are based on lawful grounds as stipulated in the 

Cyber and Data Protection Act of Zimbabwe 

• Maintaining a record of processing operations. 

• Appointing and empowering a certified Data Protection Officer (DPO). 

• Implementing technical and organizational security measures as required by Section 

Cyber and Data Protection Act of Zimbabwe. 

 

4. Principles of Data Protection 

In processing personal data, Grand Reinsurance adheres to the following principles: 

1. Lawfulness, Fairness and Transparency: Processing is done lawfully, fairly, and in a 

transparent manner to the data subject. 
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2. Purpose Limitation: Data is collected for specified, explicit, and legitimate purposes 

and not further processed in a way incompatible with those purposes. 

3. Data Minimization: Only data necessary for the stated purposes is collected. 

4. Accuracy: We take steps to ensure data is accurate, complete, and up to date. 

5. Storage Limitation: Data is retained only as long as necessary for the purposes for 

which it is processed. 

6. Integrity and Confidentiality: We protect data against unauthorized access, loss, 

destruction, or damage. 

7. Accountability: We are responsible for and able to demonstrate compliance with all 

data protection obligations. 

 

5. Collection of Personal Data 

We collect personal information directly from individuals or indirectly from third 

parties, including: 

• Identity and contact information (e.g., name, ID number, phone number, address) 

• Financial and transaction data 

• Employment or business information 

• Digital identifiers (e.g., IP address) 

At the point of collecting, data subjects are informed of: 

• The identity and contact details of the Data Controller and DPO 

• The purpose and legal basis of processing 

• The recipients of the data, if any 

• Their data subject rights 

• Whether the data collection is mandatory or voluntary 

• Potential consequences of refusing to provide data 

Consent is obtained where required, in line with the Cyber and Data Protection Act of 

Zimbabwe. 

 

6. Use and Processing of Personal Data 

Personal data may be processed for the following legitimate purposes: 

• Provision of services or products 
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• Performance of contractual obligations 

• Compliance with legal or regulatory requirements 

• Protection of vital interests (e.g., emergency contact in case of health issues) 

• Legitimate interests pursued by the Company 

• Public interest functions 

• With the explicit consent of the data subject 

We do not use personal data for automated decision-making without human 

intervention unless explicitly authorized by law or with informed consent. 

 

7. Security and Safeguards 

Grand Reinsurance implements both technical and organizational measures to protect 

personal data: 

Technical Measures: 

• Virtual Private Networks 

• Anti-virus and anti-malware systems 

• Secure login, authentication, and user access controls 

Organizational Measures: 

• Data Protection training for staff 

• Confidentiality agreements 

• Physical security (access-controlled offices) 

• Breach detection and response protocols 

In the event of a data breach, we will notify POTRAZ and affected data subjects 

 

8. Appointment of a Data Protection Officer (DPO) 

Grand Reinsurance has appointed a certified DPO, responsible for: 

• Advising the Company and its employees on compliance obligations 

• Monitoring internal compliance and conducting audits 

• Handling complaints and data subject access requests 

• Acting as the liaison with POTRAZ 
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Contact of the DPO: 

Name: Ashley Mariseta 

Email: marisetaa@grandreinsurance.com 

Phone: 263777985367 

 

9. Data Sharing and Cross-Border Transfers 

We may share personal data with: 

• Third-party service providers under contract 

• Regulatory or government bodies where legally obligated 

• Legal representatives, auditors, or advisors 

• Affiliates or partners under lawful processing agreements 

Cross-border transfers of data occur only when: 

• Standard data protection clauses are in place 

 

10. Rights of Data Subjects 

In accordance with Section 19 of the Act, individuals have the following rights: 

• Right to Access: Request confirmation of processing and access to their personal data 

• Right to Rectification: Request correction of inaccurate or incomplete data 

• Right to Erasure: Request deletion of personal data in certain circumstances 

• Right to Object: Object to processing based on legitimate interests or for direct 

marketing 

• Right to Restriction: Request limitation of data processing 

• Right to Data Portability: Receive personal data in a commonly used format 

• Right to Withdraw Consent: Withdraw consent at any time where processing is based 

on consent 

• Right to be Informed: Be informed promptly of any breach affecting their data 

Requests may be submitted in writing to the DPO. We will respond within seven (7) 

working days as required by law. 

 

11. Children’s Data 



 
 

6 
 

We do not knowingly collect or process data from individuals under the age of 18 without 

parental or guardian consent, in line with Section 26(4) of the Act. 

 

12. Data Retention and Destruction 

Data is retained only as long as necessary for the purposes for which it was collected, or 

as required by applicable law or regulations. Upon expiry of the retention period: 

• Data is securely deleted or destroyed 

• In cases where anonymization is possible, personal identifiers are removed 

A Data Retention and Destruction Policy governs this process, ensuring secure and 

lawful disposal of personal data. 

 

13. Policy Review and Updates 

This Policy is reviewed annually or whenever there are material changes to the law or our 

data processing practices. 

Any amendments will be communicated through our official channels and will become 

effective upon publication. 

 

14. Contact and Complaints 

If you have any concerns, questions, or wish to exercise your rights, please contact: 

Data Protection Officer 

Email: marisetaa@grandreinsurance.com 

Phone: 263777985367 

Address: 12 Duthie Belgravia Avondale 
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