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Privacy Notice
Grand Reinsurance Privacy Notice
1. Who We Are

Grand Reinsurance (“we”, “us”, “our”) is a registered and licensed Data Controllerin
terms of the Cyber and Data Protection Act [Chapter 12:07] and Statutory Instrument
155 of 2024. We are committed to upholding your right to privacy by lawfully collecting,
processing, storing, and protecting your personal information.

2. Why We Collect Your Data

We collect and process your personal data for the following lawful and specific
purposes:

e To provide and administer our services and products.
To comply with statutory or regulatory obligations.
To communicate with you regarding your inquiries.
To manage our relationship with you.
e Foremployment or recruitment purposes (where applicable);

We ensure that the data collected is adequate, relevant, and limited to what is
necessary for the stated purposes.

3. What Personal Data We Collect

Depending on the nature of our relationship with you, we may collect the following
categories of personal information:

e Full name, address, email, and contact numbers.
National identification numbers (e.g., ID, passport, driver’s license);
Employment and academic history.
Medical or health data (only with your explicit written consent);

Biometric data (e.g., fingerprints or facial recognition — also subject to explicit
consent);

Any other data required by law or necessary for service delivery.
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We do not knowingly collect data from minors without the appropriate legal guardian’s
consent.

4. Legal Basis for Processing Your Data

Your personal data is processed under the following legal bases in line with the
CDPA:

Consent —where you have freely given, informed, and unambiguous permission.

Contractual necessity —where processing is needed to enter or perform a
contract.

Legal obligation —to meet regulatory or statutory duties.
Vital interests — in situations that protect your life or health.

Legitimate interests — in specific, justifiable scenarios where our interests do not
override your fundamental rights and freedoms.

Where consent is the legal basis, you may withdraw it at any time without penalty.

5. How We Store and Secure Your Data

We are committed to ensuring the confidentiality, integrity, and availability of your
personal data by:

e Using secure, encrypted digital storage systems.
Restricting access to data to authorized personnel only.
Regularly reviewing and updating security practices.

Applying data minimization and retention limits in line with the Data Retention
Policy.

Ensuring data is not transferred outside Zimbabwe without adequate safeguards
and compliance with the CDPA’s cross-border transfer provisions.

6. Your Rights Under the CDPA
As a data subject you have the following rights:
¢ Rightto Access —to request a copy of your personal data held by us;

¢ Rightto Rectification —to correct inaccurate or incomplete data;
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Right to Erasure — to request deletion of data in certain circumstances.

Right to Object — to object to the processing of your data, especially for direct
marketing.

Right to Restrict Processing —to limit the way we use your data.
Right to Data Portability — to request your data in a commonly used format.
Right to Withdraw Consent — at any time, where processing is based on consent.

Right to Lodge a Complaint — with the Data Protection Authority (DPA) of
Zimbabwe.

7. Data Sharing and Third Parties

We may share your personal data with:

Government agencies or regulators where legally required.
Trusted third-party service providers under strict contractual obligations.
Partners or subsidiaries, only where necessary and compliant with CDPA;

External auditors, legal, or professional advisers.

We will never sell or rent your personal information.

8. Data Retention

We will retain your personal data only for as long as necessary to fulfill the purpose for
which it was collected or as required by law. Thereafter, it will be securely destroyed or

anonymized.

9. Automated Decision-Making and Profiling

We do not use your personal data for automated decision-making or profiling without

meaningful human involvement and without notifying you in advance, where required.

10. Cross-Border Data Transfers
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Where data must be transferred outside Zimbabwe, such transfers will be made only to
jurisdictions with adequate data protection laws or with your explicit consent, and only
after implementing appropriate safeguards.

11. How to Contact Us

If you have questions or requests regarding your data, or wish to exercise your
rights, you may contact our Data Protection Officer (DPO):

e Email: marisetaa@grandreinsurance.com
Tel: 263777985367
Postal Address: 12 Duthie Belgravia

Office Hours: Monday to Friday, 08:00-17:00
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